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OT Network Visibility and Monitoring System

Introduction

National Electric Power Company (NEPCO) is considered as the natural and legal successor to
Jordan Electricity Authority, NEPCO is responsible for maintaining the ownership of the
activities of transmission, power control, power purchase, and sale and power exchange with
neighbouring countries.

NEPCO is looking to acquire solution for network visibility, assets monitoring and
communication protocols analysis for the operational technology (OT) network. NEPCO
wants to establish and maintain a successful cybersecurity baseline for the OT environment.

Supplier Responsibilities:
e Supply OT Network Visibility and Monitoring System

* The supplier shall supervise and guide NEPCO team for configuration and
implementation which includes system setup, tuning, alert/report customization, devices
definition, system parameters that assures proper implementation of the system.

e Implementation supervision can be conducted either onsite or remote meeting sessions
(remote access for the system is not permitted).

e The supplier shall deliver the following documents:
» System Installation Guide
» User Manual Guide
» Integration document

» Training materials and recordings

¢ The bidder shall supply digital copies of the staging table APIs specifications, manual data
import/export specifications

* Conduct advanced and deep hands-on training course(s) for NEPCO team by certified
instructor gain good experience in securing ICS environment

NEPCQ responsibilities:

* Installation and commissioning of provided system
e Cabling works that are needed for the provided system

* Configuring existing network devices for traffic mirroring

™



[echnical Specifications

The required passive OT Network Visibility and Monitoring System shall mainly provide
comprehensive visibility, detection and monitoring serving the OT network, that conducts
visibility for the connected devices (assets), the communication and OT/IT protocols, IP
addresses of the devices, assets visibility including OS/firmware/services/classification, and
anomaly detection and analysis for the communication.

The bidder shall provide extensive description about how the system works, how the
anomalies are detected, how malicious packets is inspected, how the traffic analysis is
accomplished, and the details for system components and features.

The system shall meet the following specifications as minimum:

The system shall include a license for minimum 500 devices (assets), and have the ability
to add extra devices in future up to additional 300 devices

The system shall be capable to handle traffic with average throughput 550 Mbps.

19-inch rack-mounted and hardware-based with minimum 5 X 1000Base-TX interfaces
for packet sniffing and 1 X 1000Base-TX interface for management.

Shall monitor and detect trough passive operation using captured packets from Ethernet
switches.

Shall be 100% web-based access.

Shall be able to integrate with various solutions (like SIEM, ticket systems) through API.
Real-time monitoring for devices, communications and alerts.

Shall have the capability to automatically learn our OT environment. It shall provide the
ability to switch between learn mode and other modes (such as detection mode)
manually and automatically.

Shall be capable to recognize OSI Layer 2 through 7 OT and IT protocols based on the
data format though deep packet inspection (DPI).

Classify the devices based on its roles (RTU, HMI, Line Unit, Historian, ...) and atomically
place the devices into its related security level (Purdue Enterprise Reference
Architecture).

Visualize the discovered devices and connections between devices in a dynamic and
interactive connection diagram (graph) view with detailed information.

It must be specifically designed and tested for use in ICS environments and
demonstrably operate without negatively affecting safety and operations.

Shall monitor, track and alert for the variables of ICS protocols (readouts, commands,
indicators, ...)

The user shall be able to define baseline for devices and ICS protocols.
The supported OT protocols that are recognized shall include, but not be limited to, the

following:



Y

¥

IEC60870-5-104 and IEC60870-5-101
IEEE-C37.118-Synchrophasor (variant versions)
IEC 61850 (MMS, Goose, SV)

Preferred addition ICS protocols: R-GOOSE, IEC61850-9-50, OPC UA, OPC
(DA/HDA/AE)

User can filter based on devices, alters, connections, zones, IP/network addresses.

The system shall be able to generate different alerts level (warnings, notifications, ...)
when detecting anomalies or behaviours for the following situation (but is not limited

to):

Y v

Y

When new communication is started between devices not seen before
When new device is removed/connected to the network
When new variable/command appears or variable is out of expected range

When deviation and anomaly from normal situation occurs

The user can add comments and notes to alerts

System shall be able to classify alerts in level of criticality, zones, nodes and it can be
customized by user.

Packet capturing capabilities:

>

Y

Y

>
»

The system shall passively parse the captured packets without any affect for
devices communications

The system shall automatically store the captured packets for the alerted events
for adequate time.

Can store captured packets in PCAP/PCAPNG files based for further analysis

The system shall provide the capability for users to define the conditions for
capturing packets

User can download PCAP/PCAPNG files
User can upload PCAP/PCAPNG files for analysis

Shall have built-in tools for asset discovery and vulnerability assessment
The user can name the devices and assign it to zones

The system shall be capable to inspect traffic for the malicious files; the system shall be
updated online or offline.

Granular predefined and customized dashboard that displays numerous information

such as (but is not limited to): OT/IT protocols, top devices, traffic throughput, top
variables, The system statistics for its CPU, memory, storage)

16
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« Intelligent predefined and customized reporting for auditing and analysis with advanced
report export capability in various standard file format.

» Can create various users with customized privileges
» Power supply 100-240 VAC - 50Hz

» If any annual license provided, it should for 3 years.
« Warranty and support for one year

Training

Training requirements include vendor-training courses including official course materials
conducted by a certified instructor in authorized training center. The training shall be
advanced course(s) designated for ICS professionals, training shall cover comprehensive

topics with hands-on labs for all components of the provided solutions and dedicated for ICS
environment.

The training is designated to provide deep knowledge and experience that enable the NEPCO
team to entirely utilize, customized and manage the offered capabilities by the provided
solutions.

The bidder shall supply a training plan that cover the details the provided systems. The
training shall provide training on deep knowledge, procedures, and best practices for
securing ICS environment using the provided system.

The instructor shall gain good career experience in securing ICS environment.

Concerning the conducted Training for two (2) persons that provides a comprehensive
training plan indicating:

+ Course Title

s Course Description

« Duration of Course

* Indicate if the course is a pre-requisite for a Professional Certification program

» Instructor career resume

17



Bill of tity:

The bidder shall submit a detailed priced bill of quantity table for the required items and any
other additional items or license will be delivered. A sample table shown below.

support

No. Item Qty Price
1 OT Network Visibility and Monitoring 1

2 Annual license for 3-year (if needed) 1 ]
3 One yeai‘ guarantee period with maintenance and il

i

Terms and Conditions:

« The price shall be CPT (QAIA)
» The prices shall NOT include custom and VAT

« Payments will be settled as follows:
- 40% of the total contract value upon receiving report

- 55% of the total contract after implementation and delivering the training

- The remaining 5% of the total contract value will be certified for payment within
(60) days of expiration of the guarantee period on receipt of an invoice for the
correct amount. The contractor will be entitled to this payment against an
acceptable bank guarantee for the same amount and valid for the guarantee

period.
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